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Executive Summary 
 
In the third quarter of 2012, consistent with its 2012 Annual Plan, the NERC Compliance and 
Certification Committee (CCC) conducted its fourth annual survey measuring stakeholder 
perceptions on the policies, practices and effectiveness of NERC and Regional Entities with 
respect to the Compliance program, Registration program, and Certification program.  This 
periodic review is an essential element of the Board of Trustees and FERC-endorsed CCC 
Charter (http://www.nerc.com/docs/compliance/ccc/CCC_Charter-Feb_2010.pdf).  

The CCC survey is intended to be a source of industry feedback to the NERC Board of Trustees 
(BOT) on NERC’s and the Regions’ effectiveness and performance.  To execute this year’s 
survey, the CCC partnered with third-party provider TalentQuest, a talent management 
software and human capital management consulting firm, to drive survey enhancements. The 
CCC also reformulated survey content to create a more discerning, rigorous and valid 
evaluation; captured demographic data (3-year vs. 6-year audit cycle and registered function); 
examined responses across Regions; employed favorability analyses to interpret response 
polarity; conducted a year-to-year comparison of perception to identify trends; and 
incorporated thematic analysis of written responses. The NERC BOT is encouraged to provide 
feedback and insight to the CCC that would be helpful for future enhancements to this survey. 

The 2012 survey employed both a qualitative and quantitative approach to measure 
perceptions of industry stakeholders.  Perceptions were measured across six Topic Areas 
including: Compliance Monitoring, Enforcement Actions, Organization Registration, 
Organization Certification, Compliance & Reliability Impact, and Other (Appendix A). With the 
objective of more robust analysis and greater interpretability, a CCC project committee 
identified, developed and validated a set of 26 items that measured the constructs of the 6 
Topic Areas. The CCC also updated the five rating scale descriptors, transitioning to an 
agreement-driven scale of “Strongly Disagree” to “Strongly Agree”. This rating scale captured 
the degree to which respondents perceived NERC and the Region performed against the 
referenced program aspect.  

Survey participants included all individuals listed on the NERC Primary Compliance Contact 
(PCC) Roster, which increased the number of invitees from 1112 contacts to 1627 unique 
contacts.  For entities with multiple identified PCCs, the survey was sent to the first contact 
listed (alphabetically). For those respondents representing entities in multiple Regions, the 
2012 survey form contained a section on each Region represented. NERC and the Regions were 
evaluated separately in all Topic Areas except Compliance & Reliability Impact and Other where 
perceptions were measured in in the aggregate. 

The results provide a range of views from all sectors represented on the CCC and all registered 
entity functions. The overall responses and comments were insightful in delineating 
stakeholders’ relative perceptions of program strengths and opportunity areas.   

Industry feedback of strengths included: 

http://www.nerc.com/docs/compliance/ccc/CCC_Charter-Feb_2010.pdf
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- Compliance Monitoring components involving audit teams, audit processes, and self-
certification 

- Positive progress by NERC and the Regions across all Topic Areas between 2011 and 
2012, with a 38% increase in perceptions of NERC around Compliance Monitoring and 
Enforcement Actions 

Industry feedback for improvement included the themes: 

- Communication of clearer, more applicable definitions (in the BES, 
registrations/registration process, and a valid reliability measure) 

- Increased consistency (in processes across Regions (self-certification, registration, etc.), 
penalty application, and communication between NERC and the Regions) 

- Greater efficiencies (in process standardization/timeliness, standard streamlining, 
methods of information sharing) 

2012 Recommendations 

Through analysis and interpretation of the 2012 Stakeholder Perception Survey, the Compliance 
and Certification Committee (CCC) has developed recommendations for action to address 
issues revealed in the Stakeholder Survey.  Similar to the previous CCC-sponsored Stakeholder 
Perception Surveys, three themes have prevailed – (1) Return on Investment (ROI) of 
compliance program; (2) inconsistencies within and across regions; and (3) transparency of the 
enforcement and penalty processes. The CCC makes the following recommendations to address 
these issues: 

1. The CCC should continue to work with NERC staff to communicate the survey results in a 
productive way to NERC and the Regions to facilitate performance improvement and 
positively impact stakeholder perceptions.  

2. The recommendations provided in the 2011 Stakeholder Perceptions Survey specifically 
included items to address ROI (recommendation number one) and transparency 
(recommendation number four). NERC should compile a new list of action items based 
on this 2012 survey and those provided in the 2011 survey.  The CCC should have a 
standing item on its agenda for the next year to review NERC’s progress on its action 
plan, offer assistance where requested, and work with NERC to communicate its 
successes to improve the results of future surveys.1 

3. NERC should review key/identified post-audit processes (audit reports, mitigation plans 
and settlements) with the objective of standardizing the process across regions, 
streamlining components, and reducing the total process time. 

4. NERC staff should review the free form written responses to the survey to identify the 
predominant consistency issues and develop an action plan to address. 

                                                      

1
 With respect to the survey recommendation that NERC should address the subject of return on investment (ROI), NERC states 

that ROI is not an appropriate focus or framework in the context of compliance programs.  Work is underway to streamline 

compliance monitoring and enforcement, and reduce unnecessary compliance burdens.  NERC is committed to continuing 

these efforts (added as a result of comments made at the September 2013 BOT meeting). 



Executive Summary 

 

ERO Effectiveness and Stakeholders Perception Survey 2012 3 

5. NERC should implement a Multi-Region Registered Entity (MRRE) process by the end of 
2013 (this was also addressed in the 2011 survey recommendations). 

The CCC thanks the industry for their participation and the feedback provided in the survey. The 
CCC also wants to recognize NERC’s support in facilitation of the CCC Stakeholder Survey, and 
its provision of an outside consultant to drive survey enhancement. The CCC requests that the 
NERC BOT consider releasing a public version of the report.  
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Introduction 
 
The CCC Electric Reliability Organization (ERO) Monitoring Subcommittee (EROMS) conducted a 
survey of stakeholder perceptions in accordance with the NERC CCC Charter2. Primary 
Compliance Contacts in the NERC database (1627 PCCs) were polled to measure stakeholder 
perceptions of NERC and Regional Entity effectiveness in implementing and executing 
components of the continent-wide Compliance, Registration, and Certification programs since 
June 18, 2007.  

The 26 item survey measuring the constructs of the 6 Topic Areas was transmitted to the NERC 
PCC Roster in order to solicit response from the broad stakeholder spectrum within registered 
entities.  The CCC received 430 responses to the 2012 survey (compared to 386 in 2011).   

The Topic Areas evaluated in the 2012 survey included the following: 

 Compliance Monitoring  

 Enforcement Actions 

 Organization Registration 

 Organization Certification 

 Compliance & Reliability Impact 

 Other 
 
To facilitate greater interpretability and more robust analysis, a CCC project committee 
identified, developed and validated the set of 26 items measuring the constructs of the six 
Topic Areas (Appendix A). These items were evaluated via a five-point, agreement-based rating 
scale (“Strongly Disagree” to “Strongly Agree”). Stakeholders were asked to evaluate NERC and 
the Regions separately on the first four Topic Areas (Compliance Monitoring, Enforcement 
Actions, Organization Registration, & Organization Certification), and for a combined 
NERC/Region evaluation in the Compliance & Reliability Impact and Other Topic Areas. 
Qualitative data was gathered at the Topic Areas and through three open-ended questions. The 
qualitative data was interpreted through a thematic analysis to quantify open-ended 
perceptions. Demographics gathered included Region, Registered Function, and Audit Cycle. For 
the first time, analyses were conducted against the Regional demographic variable. In addition 
to Regional topic and item analyses, the survey reported item favorability (item response 
distribution), and year-over-year trend analyses. 

 

                                                      

2
 Section 2.2.a: “Provides comments to NERC with respect to stakeholder’s perception of the policies, practices and 

effectiveness of the Compliance program, Registration program, and Certification program.” 
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Survey Composition and Response Rates/Demographics 
 

Rating Scale 

The five-point rating utilized on the 26 rated items reflected a change in anchors from the 2011 
scale, shifting from a “Negative” to “Positive” scale to a more interpretable agreement-based 
scale. 

1 – Strongly Disagree 
2 – Disagree 
3 – Neither Disagree nor Agree 
4 – Agree 
5 – Strongly Agree 

Survey Items 

Compliance Monitoring [NERC, Regions evaluated separately] 

1. Our most recent audit process (including pre- and post- audit activities) was 
conducted in a timely manner. 

2. The audit team conducts themselves in a professional and credible manner. 
3. The audit team is prepared and organized to conduct the audit process. 
4. The audit team adheres to established rules and processes. 
5. The spot check process is well-defined, organized and timely. 
6. The self-reporting process is well-defined, organized and timely. 
7. The self-certification process is well-defined, organized and timely. 

Please provide any recommendations regarding Compliance Monitoring: _____ 
 

Enforcement Actions [NERC, Regions evaluated separately] 

8. The audit report identifies clear, definitive, and actionable items to address. 
9. All communication of violations clearly and specifically describe the manner in 

which a requirement was violated. 
10. All communication of violations clearly and specifically describe the risk of the PV 

both actual and potential. 
11. The mitigation plan submission and approval process is efficient and effective. 
12. The settlement process is transparent, consistently applied, and clearly 

communicated. 
13. The penalty process and penalties are transparent, consistently applied, and 

clearly communicated. 
Please provide any recommendations regarding Enforcement Actions: _____ 

 
Organization Registration [NERC, Regions evaluated separately] 

14. The functional model is clear and minimizes overlaps and gaps. 
15. The Organization Registration process minimizes overlaps and gaps. 
16. The Organization Registration process is well-defined and efficient. 
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17. The rules for assigning registered functions to entities are clear and accurately 
applied. 

18. The Joint Registration Organization and Coordinated Functional Registration 
(JRO/CFR) process is clear and consistently implemented. 

19. Inquiries about the registration process are responded to in a timely and 
effective manner. 

20. There is a timely and effective response during the Registry Appeals Process. 
Please provide any recommendations regarding Organization Registration: _____ 
 

Organization Certification [NERC, Regions evaluated separately] 
21. Organization Certification rules and procedures are clear and consistent 

Please provide any recommendations regarding Organization Certification: _____ 
 

Compliance & Reliability Impact 
22. NERC Compliance programs and corresponding industry efforts have enhanced 

reliability of the bulk power system. 
23. Regional Entity Compliance programs and corresponding industry efforts have 

enhanced reliability of the bulk power system. 
24. The Standards Driven Index (SDI) which includes the Compliance Index (CI) 

coupled with the Adequate Level of Reliability (ALR) demonstrates enhanced 
reliability for the industry. 

25. The reliability benefits experienced are worth the degree of compliance effort 
(time and resources) our entity has expended. 
Please provide any recommendations regarding Compliance & Reliability Impact: 
_____ 
 

Other 
26. The Compliance Monitoring and Enforcement processes are applied consistently 

across NERC and the Regions. 
If applicable, please provide specific examples of inconsistencies across Regions 
and/or NERC 
Please provide any recommendations regarding the ERO CMEP: _____ 
Please provide any recommendations regarding the Regional Entities: _____ 
 

Response Rate & Demographics 

There were 1627 Primary Compliance Contacts (PCCs) invited to respond to the 2012 survey. 
There were 430 individual survey respondents (26.4% response rate) accounting for 683 
Regional data points. PCCs representing entities in multiple Regions completed the survey for 
each applicable Region resulting in more Regional data points than individual respondents. The 
number of respondents increased by 69 over 2011 even though the response rate decreased 
from 32.5% to 26.4%.  
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Regional Responses 

Regional responses were measured both as a percentage of the entire respondent sample and 
as the percentage of respondents possible within the Region. Individual Regional response rates 
ranged from 43% to 31%. Notably, while FRCC had the lowest number of respondents (N=30), 
FRCC topped the Regional response rate with 42.9% of their respondents taking the survey.  

REGION RESPONDENTS % of Total Sample Region Response Rate* 

WECC 172 25% 37.2% 

RFC 109 16% 31.1% 

NPCC 99 15% 33.7% 

SERC 90 13% 36.3% 

TRE 71 10% 32.4% 

SPP 58 9% 42.0% 

MRO 54 8% 42.2% 

FRCC 30 4% 42.9% 

 

Regional Responses (frequencies) by Registered Function 

While the Registered Function demographic was not utilized in response analysis, the data more fully 
describes the respondent sample. 

  BA DP GO GOP IA LSE PA PSE RC RP RSG TO TOP TP TSP 

FRCC 4 13 18 17 4 12 6 14 0 5 0 11 9 8 4 

MRO 14 20 25 24 3 22 5 38 2 17 1 20 14 16 11 

NPCC 4 18 58 56 5 19 4 45 3 3 1 16 11 10 9 

RFC 5 26 59 56 2 17 2 60 1 4 1 13 4 4 1 

SERC 10 32 47 45 10 29 10 43 4 12 4 22 12 12 8 

SPP 6 22 26 26 0 21 1 26 0 8 0 17 8 6 1 

TRE 1 16 40 35 2 17 1 18 1 1 0 16 10 15 1 

WECC 17 58 109 108 0 53 18 66 1 23 2 41 32 23 21 

TOTAL 44 147 273 259 26 137 29 244 11 50 7 115 68 71 35 
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Regional Responses (frequencies) by Audit Cycle 

While Audit Cycle demographics were not utilized in response analysis, the data more fully 
describes the respondent sample. 

Region 
3 Year  

Audit Cycle 

6 Year  

Audit Cycle 

FRCC 10 20 

MRO 19 34 

NPCC 27 76 

RFC 20 88 

SERC 24 64 

SPP 10 47 

TRE 27 47 

WECC 45 126 

TOTAL 182 502 
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Summary of Survey Responses 
 

Topic Area Analyses 

The first level of analysis was conducted at the Topic Area level and considered all survey responses in 
aggregate (NERC and Regions combined). Compliance Monitoring was the highest-rating Topic Area 
(mean = 4.05), with all five of the survey’s highest-rated items emerging from Compliance Monitoring. 
The lowest rated Topic Area, “Other” (mean 2.64) was comprised of a single item, “The Compliance 
Monitoring and Enforcement processes are applied consistently across NERC and the Regions.” The 
four remaining lowest-rated items were distributed across the Topic Areas of Compliance & Reliability 
Impact, Organization Registration, and Enforcement Actions. 

Topic Area Means 

 

Highest and Lowest-rated Items 

All five of the survey’s highest-rated items were in the Compliance Monitoring Topic Area with means 
of 4.03 and above. The lowest-rated item means ranged from 2.54 to 3.15 and were distributed across 
Topic Areas Other, Compliance & Reliability Impact, Organization Registration, and Enforcement 
Actions. All item means can be found in Appendix A. 
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Highest-Rated Items 

 

Lowest-Rated Items 

 

4.18 

4.14 

4.08 

4.04 

4.03 

1 2 3 4 5 

The audit team conducts themselves in a 
professional and credible manner. 

The audit team is prepared and organized to 
conduct the audit process. 

Our most recent audit process (including 
pre- and post- audit activities) was 

conducted in a timely manner. 

The audit team adheres to established rules 
and processes. 

The self-certification process is well-defined, 
organized and timely. 

2.54 

2.64 

3.12 

3.14 

3.15 

1 2 3 4 5 

The reliability benefits experienced are 
worth the degree of compliance effort (time 

and resources) our entity has expended. 

The Compliance Monitoring and 
Enforcement processes are applied 

consistently across NERC and the regions. 

The Standards Driven Index (SDI) which 
includes the Compliance Index (CI) coupled 

with the Adequate Level of Reliability (ALR) … 

The Joint Registration Organization and 
Coordinated Functional Registration 

(JRO/CFR) process is clear and consistently … 

The penalty process and penalties are 
transparent, consistenty applied, and clearly 

communicated. 



Summary of Survey Responses 

 

ERO Effectiveness and Stakeholders Perception Survey 2012 11 

Item Analyses by Region 

For the four Topic Areas where ratings were gathered for NERC and the Regions, analysis was 
conducted for both the Regions and NERC. Those Topic Areas were: Compliance Monitoring, 
Enforcement Actions, Organization Registration and Organization Certification. The following analyses 
depict differences across the individual Regions, the combined Regions, and NERC. T-tests and ANOVA 
were used to identify statistically significant differences. 

In this analysis, the calculated, “Overall Average” of all items (the 21 items contained in these Topic 
Areas), identified a significant difference between NERC (3.58) and the Regions (3.73) (p < .05). 
Individual Region Overall means ranged from 3.58 to 3.95. 

The four Topic Area analyses reflected little variation between the Regions (combined) and NERC, with 
differences ranging only from .01 to .1. Conversely, means between Regions varied both in the ranking 
order of Regions across Topic Areas, and in within-Topic differences (ranging up to .5). 

Overall Average 

Between the Regions, a .32 difference exists between the highest mean (3.95, NPCC) and the lowest 
mean (3.58, TRE), with statistically significant differences found between TRE and NPCC, and NERC and 
Regional Average (p <.05).  
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Compliance Monitoring 

Individual Region averages ranged from 3.84 to 4.32 within Compliance Monitoring, and significant 
differences were found between TRE and NPCC, SPP and NPCC, and RFC and NPCC (all at p <.05). 
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Enforcement Actions 

Individual Region averages ranged from 3.45 (FRCC) to 3.86 (SERC) with no significant differences 
identified. Notably two of the three-lowest rated Regions in Enforcement Actions were not in the 
bottom-rated in Compliance Monitoring. 
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Organization Registration 

Individual Region averages ranged from 3.29 (WECC) to 3.65 (NPCC) with a significant difference 
present between the Region average and NERC (p <.05). MRO had no respondents in this Topic Area. 
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Organization Certification 

Individual Region averages ranged from 3.32 (WECC) to 3.82 (SERC) with a significant difference 
present between WECC and SERC (p <.05).  
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Favorability Analyses 

Favorability analysis allowed for additional insight into the strength of stakeholder perception through 
examination of the rating distribution. Responses across all Regions and NERC were re-coded as 
“Unfavorable” (rating of “1” – Strongly Disagree or “2” – Disagree), “Neutral” (rating of “3” – Neither 
Disagree Nor Agree), and “Favorable” (rating of “4” – Agree or “5” – Strongly Agree). Rank ordering of 
all items by those “Most Favorable”, and by those “Least Favorable”, highlighted items for further 
interpretation. 

Across all Regions, the five items with the greatest number of favorable ratings (ranging from 78-84%) 
were in the Compliance Monitoring Topic Area. Conversely, the five items with the greatest number of 
unfavorable ratings (ranging from 19-49%) were in the Topic Areas of Compliance & Reliability Impact, 
Other, Enforcement Actions, and Organization Registration. 

Most Favorable 
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Most Unfavorable 
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Regional Favorability Analysis 

For the five least favorable items, a Region breakdown identified further variation. Region ranking 
order shifted across the items with FRCC and WECC alternating the greatest degree of unfavorability 
and MRO, SERC and NPCC splitting the lowest unfavorability rankings.  

“The reliability benefits experienced are worth the degree of compliance effort (time and resources) our 
entity has expended”: 

 

For this item, Regional comparisons identify FRCC’s 56% Unfavorability the highest and MRO’s 32% 
Unfavorability the lowest. Average Overall Unfavorability is 49%. 
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“The Compliance Monitoring and Enforcement processes are applied consistently across NERC and the 
regions” 

  
 
For this item, Regional comparisons identify FRCC’s 52% Unfavorability the highest and SERC’s 33% 
Unfavorability the lowest. Average Overall Unfavorability is 36%. 
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“The penalty process and penalties are transparent, consistently applied, and clearly communicated”: 
 

 
 
For this item, Regional comparisons identify FRCC’s 37% Unfavorability the highest and SERC’s 7% 
Unfavorability the lowest. Average Overall Unfavorability is 23%. 
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“The rules for assigning registered functions to entities are clear and accurately applied”: 
 

 
 

For this item, Regional comparisons identify WECC’s 26% Unfavorability the highest and NPCC’s 7% 
Unfavorability the lowest. Average Overall Unfavorability is 19%. 
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“The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) process is clear 
and consistently implemented”: 
 

 
For this item, Regional comparisons identify WECC’s 29% Unfavorability the highest and NPCC’s 2% 
Unfavorability the lowest. Average Overall Unfavorability is 19%. 
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Year-over-year Analyses 

New rating scale descriptors and extensive survey item updates in 2012 constrained year-over-year 
analyses. However, year-over-year favorability analyses allowed a comparative exploration of 
stakeholder perception. 

Both 2010 and 2011 survey item ratings were utilized. 2012 Topic Areas were mapped to 2010/2011 
items and the items within the 2012 Topic Areas were aggregated to create a comparable metric. For 
example, the combination of 2012 Compliance Monitoring and 2012 Enforcement Actions items 
mapped to 2010/2011 Question #3. Responses for all years were coded as “Unfavorable” (rating of “1” 
or “2”), “Neutral” (rating of “3”), or “Favorable” (rating of “4” or “5”). Resulting analysis included data 
across all years and by both NERC and the Regions (where possible). 

2010/2011 Question 3 and 2012 Compliance Monitoring/Enforcement Actions 

At both the NERC (72%) and Regional (71%) levels, year-over-year analyses identified a strong positive 
trend emerging in 2012 stakeholder perceptions. Examination of NERC versus the Regions showed the 
positive trend in 2012 was stronger for NERC. NERC favorability increased by a large margin of 38% 
from 2011 to 2012 (34% and 72%, respectively). Region favorability also experienced a favorability 
increase of 22% from 2011 to 2012 (49% and 71%, respectively). These positive trends were the most 
substantial across all year-over-year analyses conducted. 

2010/2011 Question 5 and 2012 Organization Registration 

At both the NERC (46%) and Regional (50%) levels, year-over-year analyses showed a gain in 
favorability over 2011 perceptions, yet did not reach the higher levels of 2010. Examination of NERC 
versus the Regions showed that favorability remained more positive in the Regions, but with similar 
year-over-year increases. NERC experienced a 9% annual increase (35% in 2011 to 46% in 2012) while 
the Regions increased 10% (40% in 2011 to 50% in 2012).  

2010/2011 Question 6 and 2012 Organization Certification 

At both the NERC (49%) and Regional (52%) levels, year-over-year analyses showed a gain in 
favorability over 2011 perceptions, yet did not reach the higher levels of 2010. Examination of NERC 
versus the Regions indicated that favorability remained slightly higher in the Regions, but in both there 
were similar year-over-year increases of 14% for NERC (35% in 2011 to 49% in 2012) and 13% for the 
Regions (39% in 2011 to 52% in 2012).  

2010/2011 Question 7 and 2012 Compliance & Reliability Impact 

Year-over-year analysis demonstrated a strong positive gain in 2012 stakeholder perceptions with 
favorability increasing 25% between 2011 (12%) and 2012 (37%). The size of this increase implies that 
industry is increasing its confidence in the positive impact of compliance activities on reliability. 
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Comment Analysis 

In the 2012 survey, open-ended responses underwent thematic qualitative analysis, creating objective 
output for interpretation. For each Topic Area and for the directed open-ended questions, all 
comments were coded thematically.  
 

Compliance Monitoring 

 
In both NERC and the Regions, leading themes in Compliance Monitoring referenced Auditor Issues, 
Self-Certification, and Communications.  
 

THEME NERC RE 

Auditor(s) Issue 10 22 

Self-Certification 11 19 

Communications 9 18 

Timing 11 12 

Audit Process 7 9 

Portal 6 9 

Self-Reporting 1 10 

Applicability 3 3 

Positive Feedback 1 5 

Standards 4 1 

Regional Inconsistencies 3  

BES Definition 1 1 

Penalty 1 1 

 

Auditor Issues – Sample Comments:  
“During our RFC audit, there was a NERC auditor that was supposed to be an observer.  This auditor 
directed some sections of the audit.  Also he did not disclose that in his previous position, that he was 
the lead auditor that our company hired for a mock audit.  Major conflict of interest during real audit.” 
(NERC)  
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- “The audit team conduct was negatively impacted by the behavior of the NERC observer.” 
(NERC) 

- “Audit team didn't appear to be fully prepared before coming on-site to conduct CIP Spot Check 
activities (i.e., lack of knowledge around some of the information that was submitted by the 
Registered Entity).” (RE) 

- “RFC Auditors have the well-deserved reputation for being tough.  Our experience is that they 
push questionable possible violations up to the enforcement group for action.  The 
enforcement group does not have the technical expertise and must rely on other RFC experts 
for decisions.  We have experienced several reversals of findings. RFC Auditors must exercise 
their professional judgment as experts and make the correct call, not push the decisions up to 
enforcement.  This would prevent much angst among the industry participants waiting for 
decisions on what they know to be questionable findings.” (RE) 

 
Self-Certification – Sample Comments 

- “It would be beneficial to have the self-certification documents available 15 days earlier, 45 
days before due rather than 30 days. In some years our maintenance cycle sides into the self-
certification window, resulting in a paperwork overload.” (NERC) 

- “The processes for spot checks and self-reports are adequately defined and organized.  The 
processes are fairly timely. The current timing of the self-certification process presents a 
burden to our organization.  In WECC, self-certifications for all actively monitored standards are 
due at one time, 20 days following the close of the monitoring period.  Although our reviews 
are conducted in advance of the self-certification, last minute reviews are needed to cover the 
entire monitoring period.  In RFC self-certifications are scheduled in batches throughout the 
year and are performed approximately 30 days following the close of the monitoring period.  
This reduces the burden but similar last minute reviews are required.  In our organizations, 
these last minute reviews involve Compliance Staff, Subject Matter Experts, and Business Line 
Management. In other regions, the self-certification due dates are schedule as much as 8 weeks 
after the close of the monitoring period allowing adequate time for our internal review process.  
Suggest that NERC provide guidelines for consistency among the regions.” (NERC) 

- “Self-certification is well defined.  Would RFC please coordinate with other regions to have 
standard filing dates the same across the other regions? Thank you.” (RE) 

- “The self-certification process is very disorganized.  We are continually pointing out errors in 
the process and in the content requested as part of the self-certification.  The Regional Entity is 
quick to take corrective actions once they have been made aware, however, the errors 
continue each year, creating confusion for the registered entities, and a perception of a lack of 
well-defined and organized processes.” (RE) 

 
Communications – Sample Comments 

- “NPCC communicates Compliance monitoring requirements and expectations with stakeholders 
at their biannual Compliance Workshops.” (NERC) 

- “Timely responses from the regions on Self reporting and mitigation submittals could be 
improved which delays the response from NERC.” (NERC) 

- “Improve timeliness of Region action.  Entity must comply with specific deadlines/due dates; 
however, the Region is very slow in responding to compliance actions.  If this is representative 
of a deficiency in Region staffing, it should be corrected.” (RE) 
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- “Our summer 2011 off-site audit resulted in a POV.  Our last communication with RFC was in 
January of 2012.  We have heard nothing from them and this is still pending after all this time!” 
(RE) 

 

Enforcement Actions 

In both NERC and the Regions, leading themes in Enforcement Actions referenced Penalties, 
Mitigation, and Transparency.  
 

THEME NERC RE 

Penalties 16 25 

Mitigation 10 17 

Transparency 10 13 

Reports 4 16 

Communications 7 11 

Consistency/Standardization 2 10 

Find, Fix, Track 5 5 

Process  10 

Portal 1 6 

Positive Feedback  6 

CANs 2 2 

 
Penalties – Sample Comments 

- “On the penalty process, I find it difficult to assess the consistency component. I have on 
occasion heard of situations where one region will apply a PV and financial penalty and another 
region will dismiss. However, this may be improving because I do not have a recent example. 
Also, statistics show that certain regions levy many more PV's than other regions. Has this been 
researched and what are the drivers?” (NERC) 

- “The penalty process seems to be a dark art.  It is also difficult when reviewing penalties on the 
NERC site to determine the driver of the amounts. Part of the problem is that a single penalty 
applies to a list of violations.” (NERC) 

- “Would be very helpful for the entities to receive a breakdown of the penalties after the 
settlement meeting instead of a total number.” (RE) 

- “The penalties that we were assessed were not consistent with other entities fines for the same 
Standard Requirement violation.  Many companies had a much lower settlement amount as 
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compared to the amount that we were fined.  During the settlement process, we presented this 
data to the Auditor to justify our position as to why we should have a lower fine, especially 
since it was our first violation, but the final response from the Auditor was still significantly 
more that our research showed.” (RE) 

 
Mitigation – Sample Comments 
- “The mitigation plans submission, approval and navigation in the FRCC CTS is not practical and 

the process is neither efficient nor effective.” (NERC) 
- “The mitigation plan submission and approval process is much quicker than it used to be 

regionally, however, it appears there are still quite a delay in processing on the NERC side.” 
(NERC) 

- “Mitigation Plan process using OATI webCDMS is not effective nor efficient. Process requires 
Regional Entity input/response before some fields enabled. Long delay in Mitigation Plan 
reviews. Excess of 13 months since the Audit, have not had settlement meeting.” (RE) 

- “The mitigation plan approval process doesn't always appear to be efficient. Our experience is 
that not all mitigation plans are handled within the same timeframes. Some plans take a long 
time to be processed while others are handled quickly.” (RE) 

 
Transparency – Sample Comments 
- “From the perspective of a Registered Entity, it appears as though the Regional Entity's process 

for managing enforcement actions is complex and not very transparent. Due to multiple 
handoffs, multiple reviews, etc. we find that the story we get from our Regional Entity 
Contact/s frequently changes.” (NERC) 

- “Recommend providing transparency on the settlement process.  The Regional Entity is the 
main interface and there is no knowledge for the Registered Entity on what the steps, timing 
and requirements are in the NERC settlement process outside of questions sent from the 
Regional Entity. Also recommend additional information on penalties and how they are 
assessed to provide better transparency to the Registered Entities.” (NERC) 

- “The penalty process is NOT transparent, and there is no meaningful way for an entity to 
discern if a penalty is consistent.  Public disclosure of fines does not serve this function, since 
the fines are shown "bundled", and there is no way to compare the specific circumstances of 
the violation.  Unless the "magic penalty formula" is disclosed to entities there is a lack of Due 
Process, and entities are essentially negotiating in the dark.” (RE) 

- “Entities desire, and would benefit from, a fully-transparent penalty calculation process.  Such 
transparency would promote self-reporting, internal compliance programs, internal control 
development and implementation as well as resources (tools and staffing) 
justification/support.” (RE) 
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Organization Registration 

In both NERC and the Regions, leading themes in Organization Registration referenced 
Definitions/Clarity, GO/GOP/TO/TOP, and the Functional Model.  
 

THEME NERC RE 

Definitions/Clarity 22 11 

GO/GOP/TO/TOP 17 12 

Functional Model 11 6 

JRO/CFR 10 7 

Standardization/Consistency 5 7 

Planning 
Authority/Coordinator 

7 4 

Overlaps/Gaps 6 4 

Applicability 4 6 

Responsiveness/Timeliness  9 

Burdensome 6  

Positive Feedback  6 

Deregistration 2 3 

 
Definitions/Clarity – Sample Comments 

- “I support the current effort by NERC's Jack Wiseman to remove the PSE function from the 
functional model as this function does not provide a reliability function and is covered by 
existing NAESB practices.  Additionally, the definitions of each function may benefit from 
additional guidance.  In the West, the PA/PC issue is growing larger as a concern associated 
with various standards. Greater clarity should be provided to the JRO/CFR process for Jointly 
Owned Facilities.” (NERC) 

- “Relationship of the Registry Criteria to the definition of the BES should be clarified. 
Relationship of the BES to the BPS should be clarified. Definition of "user" of the BES/BPS 
should be clarified. Clear guidelines for measuring materiality to the BES/BPS should be 
provided by NERC.” (NERC) 

- “There needs to be clear guidance on the application of a Standard to each registered function.  
There are many Standards where the Requirement applicability is not clear for each functional 
entity.” (RE) 



Summary of Survey Responses 

 

ERO Effectiveness and Stakeholders Perception Survey 2012 29 

- “Recommend a thorough review of the Transmission Operator / Balancing Authority 
relationship, functional model, roles and responsibilities. Overlaps and gaps are occurring in this 
area, leading small utilities who are not BAs to develop and follow requirements that are in 
many cases reported in aggregate by the BA anyway.  Smaller utilities often do not fit well 
within the functional model as it currently exists. This is especially true in the WECC region.  BAs 
are reluctant to increase responsibilities on their own, or assume any more risk than they are 
required to.  The BA function and TOP functions often overlap.  The Planning Authority 
functional model definition is also another area that should be examined, as there are many 
who have no Planning Authority associated with their entity.  Many larger entities (BAs) are 
unwilling to accept the additional regulatory risk here as well to include another entity into 
their PA footprint.  Please define the Planning Authority footprint.” (RE) 

 
GO/GOP/TO/TOP – Sample Comments 

- “NERC still has work to do on the generator lead vs. transmission issue. Also, LSE and PSE 
functions as applicable to reliability should be clarified.” (NERC) 

- “Small entities are being forced to register because they have one or a few under frequency 
load shed relays.  The reliability risk to the BES or BPS is extremely minimal.  What is the 
difference between registering as a TO or a TOP or both?  This is a big issue for small 
municipals.  They may have a 115 kV ring around their town and are registered as a TO, but not 
a TOP.  Who is their TOP? The Coordinated Functional Registration (CFR) process is labor 
intensive to implement and much more so to maintain.” (NERC) 

- “GO/TO issue and associated issues with registration remain unclear. Recommend NERC 
addresses, provides clear and consistent rules and approach on this.” (RE) 

- “Withholding comments until the GO/TO issue is resolved.  We hope this will be resolved in a 
fair and equitable manner.  For example, personnel training required for TOPs should not be 
required for GOPs.  GOPs who operate a plant at the end of a radial line do not operate 
transmission systems and should not be required to be NERC certified for transmission systems 
operations issues.  However, a GOP that owns a tie line should maintain the right-of-way to 
avoid vegetation caused problems.” (RE) 

 
Functional Model – Sample Comments 

- “Frequently, entities discuss "over-registration"•.  While this entity believes it is currently 
appropriately registered, concern exists in the industry that the Functional Model does not 
address all of the commonly existing scenarios in the industry and how those fall across the 
registration categories.” (NERC) 

- “If the Organization Registration is appropriately applied in accordance with the Functional 
Model, it would help improve the Organizational Registration process minimize overlaps and 
possible gaps. Appropriate application of the Functional Model during registration (including 
JRO and CFRs) would provide clarity to those entities to which the requirements are applicable.  
Until the Functional Model becomes an approved document, both the Registration and 
Standards Development processes will continue to be inefficient and unclear.” (NERC) 

- “Better coordination is needed among Regional Entities during the Functional Model process 
reviews.” (RE) 

- “The functional model needs to be clarified by adding in an exception for regional grids that 
don't affect the Bulk Electric System. THEN it might make some sense in the real world.” (RE) 
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Organization Certification 

The number of comments submitted, for both NERC and the Regions, was too few for a thematic 
analysis.  
 

Recommendations ERO-CMEP 

Recommendations regarding the ERO-CMEP were gathered at the aggregate level and leading themes 
included Focus on Reliability, Communication, and CMEP Praise. 
 

THEME # 

Focus on Reliability 6 

Communication 5 

CMEP Praise 4 

Monitoring 3 

Standards 3 

BES Definition 2 

Industry Feedback 2 

Paragraph 81 2 

Self-Certification 2 

Standardization 2 

Audit Efficiency 1 

Find, Fix, Track 1 

TFE 1 

 
Focus on Reliability – Sample Comments 

- “Emphasize within the ERO CMEP, NERC's emphasis to help registered entities achieve 
increasing reliability and security of the BES, in contrast to just finding non-compliance with the 
standards.” 

- “Move focus from paper documentation audits to monitoring establishment of culture and 
processes of reliability improvement and compliance.” 

- “Self-certifications should be eliminated. 3 or 6 year audit cycles which do nothing but look 
back on historical performance are of little value.  Consider an audit program which is forward 
looking and real-time.  Possibly consider conducting smaller more focused audits throughout 
the year. Need less focus on enforcement and more focus on managing reliability risk.” 

 
Communication – Sample Comments 

- “Utilities are bombarded with e-mails from different entities trying to help keep us up to date 
with standards.  Any way to keep CMEP and augment with future changes and short, simple 
explanations of these changes.” 

- “Timeliness of responses to self-reports and mitigation plans needs to be improved.” 
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- “Remove a check the box mentality and replace with a "does it work" review.  Provide a true 
example list of what does work or what is being looked for while still allowing for entities to 
choose different solutions.  Just saying looking for “program controls" and not offering any 
insight into what such a control could look like leads to issues.” 

 
CMEP Praise – Sample Comments 

- “Continue on the path of consistency.  Concentrate on what is truly important and increases 
the reliability of the BPS.  The crossing of T's and dotting of i's does that prevent a fault.” 

- “The CMEP is turning into a good document.  The AML clearly states what the high risk 
requirements are.” 

- “The CMEP is well laid out, and easy to understand.” 
 

Recommendations Regional Entities 

Recommendations regarding the Regional Entities were gathered at the aggregate level and leading 
themes included Standardization, Consistency, and RE Praise. 
 

THEME # 

Standardization 7 

Consistency 6 

RE Praise 6 

Communication/Portal 5 

Region Specific Feedback 5 

Audit Efficiency 4 

Monitoring Burden 4 

Elimination 2 

Find, Fix, Track 1 

Process Updates 1 

Registration 1 

Reliability Impact 1 

Staff 1 

 
 
Standardization – Sample Comments 

- “Each Region should employ the same due dates for the same Standard Self Certifications.” 
- “A standardized reporting system (like webCDMS) would be very convenient.  Also, adjacent 

entities should not schedule workshops concurrently.  RFC and SERC have fall workshops on the 
same days.” 
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- “Regional entities websites should be more in-line with each other. Each region needs to take a 
look and answer: Is this page too busy, how difficult it is for new NERC SMEs to locate critical 
documents. It would be good to have more NERC conferences with all the entities represented 
to discuss the same topics discussed at the regional meetings. This could help the regions come 
together in becoming more consistent with the common processes. The NERC conference 
rooms should be bigger to hold many more participants.” 

 
Consistency – Sample Comments 

- “Continue to strive for consistency between Regions, systems, processes, interpretations of 
standards, etc.” 

- “Ensure consistent application of the CMEP and the Functional Model in all Regions.” 
- “Although steps have been taken to improve consistency, more remains to be done.” 

 
RE Praise – Sample Comments 

- “I believe the MRO is heading in the right direction.  Defining risk and how to move from a 
detection model of compliance to a preventive model.  We need to continue to look forward 
and review high risks items.” 

- “I support and greatly appreciate the RE's goal of being as consistent as possible in their 
application of the CMEP, penalties, programs and etc.” 

- “The enforcement people we have worked with are good people willing to listen.” 
 

Inconsistencies across Regions 

Comments regarding inconsistencies across Regions were gathered at the aggregate level and leading 
themes included Audit Inconsistency, Penalties/Enforcement Actions, and Find/Fix/Track. 
 

THEME # 

Audit Inconsistency 15 

Penalties/Enforcement Action 13 

Find, Fix, Track 11 

WECC Focus 10 

Auditor Inconsistency 7 

Regional Inconsistencies 7 

None 5 

Process Inconsistency 5 

Self-Certification 4 

BES Definition 3 

Portals 3 

Standards 3 

Yellow Book 3 

Registration 2 
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Audit Inconsistency – Sample Comments 
- “Audits are not consistent in each Region. For example, the FRCC requires a spreadsheet to be 

completed by the entity listing all the evidence that will be presented. This process tends to be 
cumbersome as there are hundreds of documents used to demonstrate compliance. SERC, on 
the other hand, don't use this spreadsheet. They keep track of the evidence as it is presented.” 

- “PRC-005, our Entity received a significant monetary violation for one element of our program.  
A sister Entity in PA received a FFT for a similar violation, and another sister Entity in WECC, 
received an in compliance finding. All of us have the same program.” 

- “Practices concerning issues such as audit windows, enforcement of requirement, and the use 
of the "Yellow Book" are inconsistent across the regions.” 

 
Penalties/Enforcement Actions – Sample Comments 

- “A review of the NERC Enforcement Action penalties that have been assessed are not 
consistent across the Regions, especially when one compares the Standard, Requirement, and 
severity of the violation.” 

- “I have on occasion heard of situations where one region will apply a PV and financial penalty 
and another region will dismiss. Statistics show that certain regions levy many more PV's than 
other regions. Has this been researched and what are the drivers?” 

- “There are inconsistencies among the regions regarding violation determinations and 
penalties.” 

 
 
Find, Fix, Track – Sample Comments 

- “There are inconsistencies in the way FFTs are implemented across Regions. For example, each 
of our Plants are individually registered as GO/GOP, under the umbrella of a corporate 
compliance program with common policies and procedures. We self-reported a potential 
violation based on procedural issues to RFC, and then self-reported a mirror violation on the 
same issue to NPCC. RFC handled the issue via an FFT filing, while NPCC chose to handle it 
through a SNOP.” 

- “Based on reporting, the FFT process is not considered equally between the regions.” 
- “Use of FFT appears to be variable depending upon the Region. WECC has an ICP Assessment 

process that is significantly different from other Regions.  There should be reasonable 
consistency among the Regions.” 
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Conclusion & Recommendations 
 

Conclusion 

The 2012 Stakeholder Perception Survey illustrated positive trends in all year-over-year evaluations, 
indicating industry’s view of continued enhancements to ERO Effectiveness. Industry’s relative 
perceptions of program strengths and opportunity areas were delineated through quantitative and 
qualitative analysis. 

Industry feedback of strengths included: 

- Compliance Monitoring components involving audit teams, audit processes, and self-
certification 

- Positive progress by NERC and the Regions between 2011 and 2012 across all program areas, 
with a 38% increase in perceptions of NERC around Compliance Monitoring and Enforcement 
Actions 

Industry feedback for improvement included the themes: 

- Communication of clearer, more applicable definitions (in the BES, registrations/registration 
process, and a valid reliability measure) 

- Increased consistency (in processes across Regions (self-certification, registration, etc.), penalty 
application, and communication between NERC and the Regions) 

- Greater efficiencies (in process standardization/timeliness, standard streamlining, methods of 
information sharing) 

2012 Recommendations 

Through analysis and interpretation of the 2012 Stakeholder Perception Survey, the Compliance and 
Certification Committee (CCC) has developed recommendations for action to address issues revealed in 
the Stakeholder Survey.  Similar to the previous CCC-sponsored Stakeholder Perception Surveys, three 
themes have prevailed – (1) Return on Investment (ROI) of compliance program; (2) inconsistencies 
within and across regions; and (3) transparency of the enforcement and penalty processes. The CCC 
makes the following recommendations to address these issues: 

1. The CCC should continue to work with NERC staff to communicate the survey results in a 
productive way to NERC and the Regions to facilitate performance improvement and positively 
impact stakeholder perceptions.  

2. The recommendations provided in the 2011 Stakeholder Perceptions Survey specifically 
included items to address ROI (recommendation number one) and transparency 
(recommendation number four). NERC should compile a new list of action items based on this 
2012 survey and those provided in the 2011 survey.  The CCC should have a standing item on its 
agenda for the next year to review NERC’s progress on its action plan, offer assistance where 
requested, and work with NERC to communicate its successes to improve the results of future 
surveys. 
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3. NERC should review key/identified post-audit processes (audit reports, mitigation plans and 
settlements) with the objective of standardizing the process across regions, streamlining 
components, and reducing the total process time. 

4. NERC staff should review the free form written responses to the survey to identify the 
predominant consistency issues and develop an action plan to address. 

5. NERC should implement a Multi-Region Registered Entity (MRRE) process by the end of 2013 
(this was also addressed in the 2011 survey recommendations). 
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Appendix A 
 

Survey Items 

Compliance Monitoring [NERC, Regions evaluated separately] 

1. Our most recent audit process (including pre- and post- audit activities) was 
conducted in a timely manner. 

2. The audit team conducts themselves in a professional and credible manner. 
3. The audit team is prepared and organized to conduct the audit process. 
4. The audit team adheres to established rules and processes. 
5. The spot check process is well-defined, organized and timely. 
6. The self-reporting process is well-defined, organized and timely. 
7. The self-certification process is well-defined, organized and timely. 

Please provide any recommendations regarding Compliance Monitoring: _____ 
 

Enforcement Actions [NERC, Regions evaluated separately] 

8. The audit report identifies clear, definitive, and actionable items to address. 
9. All communication of violations clearly and specifically describe the manner in 

which a requirement was violated. 
10. All communication of violations clearly and specifically describe the risk of the PV 

both actual and potential. 
11. The mitigation plan submission and approval process is efficient and effective. 
12. The settlement process is transparent, consistently applied, and clearly 

communicated. 
13. The penalty process and penalties are transparent, consistently applied, and 

clearly communicated. 
Please provide any recommendations regarding Enforcement Actions: _____ 

 
Organization Registration [NERC, Regions evaluated separately] 

14. The functional model is clear and minimizes overlaps and gaps. 
15. The Organization Registration process minimizes overlaps and gaps. 
16. The Organization Registration process is well-defined and efficient. 
17. The rules for assigning registered functions to entities are clear and accurately 

applied. 
18. The Joint Registration Organization and Coordinated Functional Registration 

(JRO/CFR) process is clear and consistently implemented. 
19. Inquiries about the registration process are responded to in a timely and 

effective manner. 
20. There is a timely and effective response during the Registry Appeals Process. 

Please provide any recommendations regarding Organization Registration: _____ 
 

Organization Certification [NERC, Regions evaluated separately] 
21. Organization Certification rules and procedures are clear and consistent 
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Please provide any recommendations regarding Organization Certification: _____ 
 

Compliance & Reliability Impact 
22. NERC Compliance programs and corresponding industry efforts have enhanced 

reliability of the bulk power system. 
23. Regional Entity Compliance programs and corresponding industry efforts have 

enhanced reliability of the bulk power system. 
24. The Standards Driven Index (SDI) which includes the Compliance Index (CI) 

coupled with the Adequate Level of Reliability (ALR) demonstrates enhanced 
reliability for the industry. 

25. The reliability benefits experienced are worth the degree of compliance effort 
(time and resources) our entity has expended. 
Please provide any recommendations regarding Compliance & Reliability Impact: 
_____ 
 

Other 
26. The Compliance Monitoring and Enforcement processes are applied consistently 

across NERC and the Regions. 
If applicable, please provide specific examples of inconsistencies across Regions 
and/or NERC 
Please provide any recommendations regarding the ERO CMEP: _____ 
Please provide any recommendations regarding the Regional Entities: _____ 

 


